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Linux Verification Center

founded in 2005
● User Space Verification
● Application Binary/Program Interface Stability
● Linux Driver Verification Program
● Linux File System Verification
● Deductive Verification



Software Model Checking

entry point

error location

● Reachability problem



Verification Tools World

int main(int argc,char* argv[])

{

 ...

 other_func(var);

 ...

}

void other_func(int v)
{
  ...
  assert( x != NULL);
}



Device Driver World
int usbpn_open(struct net_device *dev) { ... };
int usbpn_close(struct net_device *dev) { ... };
struct net_device_ops usbpn_ops = {

.ndo_open = usbpn_open, .ndo_stop = usbpn_close
};
int usbpn_probe(struct usb_interface *intf, const struct usb_device_id *id){

dev->netdev_ops = &usbpn_ops;
err = register_netdev(dev);

}
void usbpn_disconnect(struct usb_interface *intf){...}

struct usb_driver usbpn_struct = {
.probe = usbpn_probe, .disconnect = usbpn_disconnect,

};
int __init usbpn_init(void){ return usb_register(&usbpn_struct);}
void __exit usbpn_exit(void){usb_deregister(&usbpn_struct );}

module_init(usbpn_init);
module_exit(usbpn_exit);

No explicit calls to 
init/exit procedures



Device Driver World
int usbpn_open(struct net_device *dev) { ... };
int usbpn_close(struct net_device *dev) { ... };
struct net_device_ops usbpn_ops = {

.ndo_open = usbpn_open, .ndo_stop = usbpn_close
};
int usbpn_probe(struct usb_interface *intf, const struct usb_device_id *id){

dev->netdev_ops = &usbpn_ops;
err = register_netdev(dev);

}
void usbpn_disconnect(struct usb_interface *intf){...}

struct usb_driver usbpn_struct = {
.probe = usbpn_probe, .disconnect = usbpn_disconnect,

};
int __init usbpn_init(void){ return usb_register(&usbpn_struct);}
void __exit usbpn_exit(void){usb_deregister(&usbpn_struct );}

module_init(usbpn_init);
module_exit(usbpn_exit);

Callback interface 
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Driver Environment Model
int main(int argc,char* argv[])
{
  usbpn_init()
  for(;;) {
    switch(*) {
     case 0: usbpn_probe(*,*,*);break;
     case 1: usbpn_open(*,*);break;
     ...
    }
  } 
  usbpn_exit();
} 



Driver Environment Model (2)

● Order limitation
● open() after probe(), but before 

remove()
● Implicit limitations

● read() only if open() succeed
● and it is specific for each class of drivers



Scenarios of Handler Invocations 

usbpn_init:
return usb_register(&usbpn_struct);

usbpn_struct->probe:
 dev = alloc_netdev(...);

usbpn_struct->disconnect:
free_netdev(dev);

usbpn_exit:
return usb_deregister(&usbpn_struct);



Scenarios of Several Groups

init

probe

disconnect

exit

ndo_open

ndo_stop

ndo_start_xmit

net_device_ops

usb_driver



Driver Environment Model (3)

● Correct & Complete
● should reproduce the same scenarios of 

interaction with a driver as in the real 
kernel environment



Driver Environment Model (3)

● Correct & Complete
● should reproduce the same scenarios of 

interaction with a driver as in the real 
kernel environment

● Simple Enough
● should satisfy the requirements of static 

verification tools



π-model of Environment



π-model of Environment

|| ||



Modeling Driver Environment



Generated Environment in C
void main(int argc, char* argv[]) {
  while(true) {
    switch(__VERIFIER_nondet_int()) {
      case 0: //process P1, action α1:
        if(s->state == K ) {
          ...
        }
        break;
      case 1: //process P1, action α2:
      ...
    }
  }
  break_loop:
}



Model Checking and Linux Kernel

entry point

error location

● Reachability problem
                  DONE



Error Location?
int f(int y)
{
struct urb *x;

  x = usb_alloc_urb(0,GFP_KERNEL);
  ...
  usb_free_urb(x);

  return y;
}



Error Location?
int f(int y)
{
struct urb *x;

  x = usb_alloc_urb(0,GFP_KERNEL); // allocate new URB
  ...
  usb_free_urb(x); // deallocate URB: assert(x is NULL or previously allocated URB)

  return y;
}

  … 
  // after module exit: assert( all allocated URBs are deallocated)



Instrumentation

int f(int y)
{
struct urb *x;

  x = usb_alloc_urb(0,GFP_KERNEL);

  ...

  usb_free_urb(x);

  return y;
}

set URBS = empty;

int f(int y)
{
struct urb *x;

  x = usb_alloc_urb();
  add(URBS, urb);
  ...
  assert(contains(URBS, x));
  usb_free_urb(x);
  remove(URBS, urb);

  return y;
}
  … 
  // after module exit
  assert(is_empty(URBS));



// Model state: set of allocated URBs
set URBS = empty;

// Model functions
struct urn * ldv_usb_alloc_urb(void)
{
  void *urb;
  urb = ldv_alloc();
  if (urb) {
    add(URBS, urb);
  }
  return urb;
}

void ldv_usb_free_urb(struct urb *urb)
{
  if (urb) {
    remove(URBS, urb);
  }
}

// Pointcut declarations
pointcut USB_ALLOC_URB:
  call(struct urb *usb_alloc_urb(int, gfp_t));
pointcut USB_FREE_URB:
  call(void usb_free_urb(struct urb *));

// Update model state
around: USB_ALLOC_URB {
  return ldv_usb_alloc_urb();
}
around: USB_FREE_URB {
  ldv_usb_free_urb($arg1);
}

// Assertions
before: USB_FREE_URB {
  assert(contains(URBS, $arg1));
}
after: MODULE_EXIT {
  assert(is_empty(URBS));
}

Aspect-Oriented Notation



Instrumentation
int f(int y)
{
struct urb *x;

  x = usb_alloc_urb(0,GFP_KERNEL);
  ...
  usb_free_urb(x);

  return y;
}

int f(int y)
{
struct urb *x;

  x = ldv_usb_alloc_urb();
  ...
  assert(contains(URBS, x));
  ldv_usb_free_urb(x);

  return y;
}

  … 
  // after module exit
  assert(is_empty(URBS));



Rule Instrumentor

● CIF – C Instrumentation Framework
● gcc-based aspect-oriented programming 

tool for C language
● available under GPLv3:

http://forge.ispras.ru/projects/cif



Model Checking and Linux Kernel

entry point

error location

● Reachability problem
                  DONE

                  DONE



Linux Driver Verification

http://linuxtesting.org/ldv

http://forge.ispras.ru/projects/cif


Cmd Stream

● C Program
● CC Command-set

● compiler options (including defines)
● source files

● LD Command
● linker options
● object files



Cmd Stream (2)

file2.c file1-upd.cfile1.c

CmdStream
Transformation

Tool
CmdStream-upd



Linux Driver Verification

http://linuxtesting.org/ldv



LDV-Core: Build Cmd Extractor

● extract CmdStream from original build 
process

● divide CmdStream into small parts per 
kernel module



Linux Driver Verification

http://linuxtesting.org/ldv

End of Linux drivers specific



Error Traces in Common Format

BLAST
error trace

CPAchecker
error trace

…

Error trace
in the common

format

LDV error 
traces

converter

Get
dependencies

VisualizeCompare



Error Traces in Common Format (2)

[LINE] [FILE] [TYPE] [KIND] …[TEXT]

● Flexible
● Extensible
● Easy enough to convert to
● Easy to process

185 N64-{func()}->N67 14 «a.c» CALL : func()



Line 18919:     N8417 -{mutex_lock(__cil_tmp18)}-> N10754

Line 23193:     N10754 -{Function start dummy edge}-> N10755

Line 23198:     N10755 -{[!((ldv_mutex) == (1))]}-> N10758

Line 23203:     N10758 -{ldv_blast_assert()}-> N10704

Line 23088:     N10704 -{Function start dummy edge}-> N10705

Line 23092:     N10705 -{Label: LDV_ERROR}-> N10706

Line 23094:     N10706 -{Goto: LDV_ERROR}-> N10706

2299  CALL   : mutex_lock(__cil_tmp18)

108 "model0032.c" ASSUME   : !((ldv_mutex) == (1))

108  CALL   : ldv_blast_assert()

9 "assert.h" BLOCK   : LDV_ERROR:

6  BLOCK   : goto LDV_ERROR;

Error Traces in Common Format (3)



Linux Driver Verification

http://linuxtesting.org/ldv



Demo



BLAST  CPAchecker →

Different bugs!

+2 Correct 
-1 Incorrect

-12 Was correct

+10 Correct

Total known unsafes – 65
BLAST – 53
CPAcheker – 53



Bugs Found
http://linuxtesting.org/results/ldv

>150 patches already applied 



Lessons Learnt



Lessons Learnt

● Language features support

gcc extensions, e.g. zero-length arrays

struct line {
       int length;
       char contents[0];
     };

etc.



Lessons Learnt

● Language features support
● No premature UNKNOWN

Error: Unsupported C feature (recursion) in line 60858:
tmp = gma_power_begin( tmp24, tmp25); 
(CallstackTransferRelation.getAbstractSuccessors) 

Bug Finder vs. Safe Prover



Lessons Learnt

● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details

Ten of thousands irrelevant transitions vs. 
dozens of relevant ones
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● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details
● Engineering Matters



BLAST
Berkeley

Lazy

Abstraction

Software 
Verification

Tool

BLAST is a software model checker for C programs. 

It uses counterexample-driven automatic abstraction 
refinement to construct an abstract model  which is 
model checked for safety properties. 

http://linuxtesting.org/results/ldv


ISPRAS BLAST 2.6 Release Notes
Speedup ranges from 8 times on small-sized programs to 30 times on 
medium-sized programs
● Logarithmic algorithm for useful-blocks (significantly speedup of trace 

analysis)
● Improved integration with SMT solvers

● efficient string concatenation
● caching of converted formulae
● optimization of CVC3 options for BLAST use cases

● Formulae normalization moved to solvers since solvers do it faster
● Alias analysis speedup

● must-aliases are handled separately and faster than may-aliases 
● removed unnecessary debug prints from alias iteration (even a check for 

debug flag impacts performance significantly in hot places)

● BLAST-specific tuning of OCaml virtual machine options



SVCOMP'12 Results



SVCOMP'14 Results



Lessons Learnt

● Language features support
● No premature UNKNOWN
● Efficiently ignore irrelevant details
● Engineering Matters



Competition Consideration
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Competition Consideration

● Bug Finder vs. Safe Prover
● Benchmarks – Future, not Status Quo

● Pointers, Sets, Maps, not Integers
● Parallel (?)
● Function Pointers (?)

● Error traces
● Wall time matters



Institute for System Programming of the Russian Academy of Sciences

Thank you!

Alexey Khoroshilov
Vadim Mutilin
http://linuxtesting.org/ldv
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